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DMC Citrix 7.15 Upgrade

End User Guide

For additional assistance please contact the Tenet Health Service Desk @ 800-639-7575
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Section 1: Welcome to Citrix 7.15!

Welcome to your new Citrix system for DMC! We have geared this document to help you navigate the
new application-based environment, and to help you transition from the previous Citrix Desktop
environment.

The primary reason for the new application-based system is to enable you to access and manage your
Citrix resources easier and faster. The previous environment will reach end of support in early 2020, so
this upgrade addresses that issue as well.

e @ nitps://demicitric.etenet.com/ Citri/ DEMIWeb/ - @ ¢ || Search... O~ Iy g @
@ DMC App Partal x |t

DMC Application Portal

User name:

Password:

=
tenet Domain: DMCNT1.LOCAL
> HEALTH

- s
Control My PC

Section 2: Accessing Citrix

You can access the new Citrix environment from the new “DMC Citrix” link on your DMC desktop or laptop:

New “DMC Citrix” icon

DMC Citri

You can also navigate directly to this website:  http://demicitrix.etenet.com

***Please note that the “DMC Small” application, which the DMC IS department has installed on many
of their controlled machines, will be retired. Additionally, the “DMC Citrix Desktop” link will be retired
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as well. You will need to use the new “DMC Citrix” link on your desktop or laptop to access the new
environment. ***

Old “DMC Small” icon Old “DMC Citrix Desktop” icon

DMC
DMC 0;&: b;sktop Login
Username: I
Password: |

LogIn OMC Citnx

Deskt
Authorized users only) esxiop

Click here for help

After full go-live, the current Citrix website (citrix.dmc.org) will redirect to this website as well.

Section 3: Citrix Client

All Windows clients should be running Citrix Receiver 4.9 LTSR (also known as version 14.9), which is the
proper supported version for the new Citrix farm. Older versions have shown to cause issues, especially
with apps that utilize audio and video, such as Neuroworkbench. To verify your current installed
version, you can click on the Citrix icon in the system tray, and then choose “Advanced Preferences.”
The “About” section will show your current version.

@ Citrix Recerver

Advanced Preferences

Connection Center Delete Saved Passwords

Reset Receiver Data Collection

Local Keyboard Layout Setting Settings Option
Connection Center Configuration Checker Support Info

Advanced Preferences

Help

Abo

4.9.6001.1
2 2012 Citr ems, Inc., All Rights Reserved.
Third Party Motices

+ 100%

The new Citrix website can verify your currently installed version as well (when using Internet Explorer).
Once you log in, click on the “HELP” tab, and the page will show you what version is currently installed.
Under the “Connection Information” section, it states “Your Citrix version is:...”
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@ DMC App Portal x |[ ¥

Application Portal

Contact Information Connection Information Support Links

Enroll Security Questions
Citrix User Guide
Account Retrieval for S5O

Control My PC

DMC Service
Desk
Additionally, you
can open your
own ticket using

Citrix
Client
Info:

313-966-2400 Downloadable Citrix

Client 4.9 aka 14.9

Your Citrix version is:
14.9.6001.1

TeamViewer 9 (for Shadowing)

the TenetOne
application in Citrix Shadowing Guide
your Favorites. Outlook First Time Settings

The DMC IT staff has pushed out the proper Windows version to as many machines within their control
as they can. For Windows users missing the proper client, such as home users, the Windows client can
be found on the “HELP” page within the new Citrix StoreFront, under the “Connection Information”
section as noted above.

Section 4: Logging On

The initial login page looks a bit different from the current one. Here is a screenshot from the previous
version of Citrix (XenApp 6.5).

e < )| @ hitps: //citrixweb3.dme.org/CitriProd/auth/loginaspx  ~ @& & | | Search. P~

© Citrix XenApp - Logon x|

DETROIT MEDICAL CENTER

DMC Roaming Desktop

Enter your DMC NT ID and password
] ‘ usernare: |
- |

Password:

Account locked or forgotten your password?

Please call 6-2400 for assistance

The login screen for the XenApp 6.5 farm looked the same whether you were internal to DMC or
external.
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For the new Citrix farm, the initial log on page differs for internal and external users. If you access Citrix
internally from a DMC laptop or desktop, or while connected to VPN, you will see this page:

e @ hitps://demicitrix etenet.com/ Citrix/DEMIWeb/ -~ @C | Search.. P-| ek
@ DMC App Portal % |[*

DMC Application Portal

User name:

Password:

F
ten et Domain: DMCNT1.LOCAL

HEALTH

Forgot Password?
Account Locked?
Enroll Security Questions
Control My PC

If you access Citrix externally, then you will see a different web page. As you can see, this page is
specifically called “External”:

e )| Bl https://demicitrix.etenet.com/my.policy

El demicitrix.etenet.com * |LT

enét

m” HEALTH

DMIC External Application Portal

ID

Password

Forpot Password?

Account Locked?
Enroll Security Questions
Control My PC
is Tenet Hea computer system is provided for official Tenet business only.
By usi system, you are providing your EXPRESS CONSENT to abide by all Tenet

policies and procedures and all applicable laws and regulations.
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Note that in both cases (internal or external), you will have extra options at the bottom of the Login
Screen:

- “Forgot Password?” - Sends you to DigitalPersona page to reset your password

- “Account Locked?” - Sends you to DigitalPersona page to unlock your account

- “Enroll Security Questions” - Sends you to DigitalPersona page to enroll your SSO Security
Questions

- “Control My PC” - Sends you to LogMelnRescue session window

(http://media.tenethealth.com/Chat/LogMeln.html) = Your Helpdesk agent will provide you
with the six-digit code

@ mediatenethealth.com/Chat/lor X +
C @ MNotsecure | media.tenethealth.com/Chat/LogMeln.html

—Log Me In Rescue

Tenet

Health

Type the code vou received from your Service Desk Agent and
click Connect.

Connect

Section 5: DigitalPersona (the new SSO)

So, what is DigitalPersona? DigitalPersona (or DP) is the new Single Sign-On solution for DMC, which will
replace Citrix Password Manager. DP has been integrated with numerous apps. Please not, however,
that it will not transfer any information from the previous Citrix Password Manager system. If you do not
know a username or password, you can find a document on the Help page which outlines how to
retrieve that information called “Account Retrieval for SSO.”

Information about DP can be found within Citrix:

Favorites

Self-Senvice Portal -
Erroliment and Usage

The DP enrollment page can be found by selecting the “Enroll Security Questions” link on the bottom of
the Citrix logon screen, or within the “HELP” tab upon log in. The DP website can be accessed directly as
well:

https://selfserviceenroll.dmc.org/DPenrollment

***This website can be accessed both internally and externally.***
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Integrated applications will provide you an opportunity to use their DP login:

4 https://www.dmedica.net/login_ie.html P-acd % Login to 4medica 4

0- Login Credentials b4 / | o o
Account name + I e | Ca
One Patient...One Record
Medica-NoSubmit-Citrix |
Login credentials
WINDOWS 10 USERS
UserMame: e = o
| (USERNAME ) loalin
Password: | @ | v P .': Forgot: Passwond?
—_ Forgot Usermame?
Mew Registration | Configure Browser Settings

Section 6: Main Screen

Upon login to the new Citrix farm, you will notice a very different look and feel from the “DMC Citrix
Desktop” which you have been using. The new Citrix “StoreFront” is an application-based system. As
such, you will not see an option for a “Citrix Desktop.” Instead, applications that you had available in
your “Citrix Desktop” are now available on this website.

Old Citrix Farm (XenApp 6.5)

@ Citrix XenApp X

Logged on as:

& Your session will expire in less than a minute. If you need more time, click more time required.

Citrix Desktop
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New Citrix Farm (XenApp 7.15):

@ DMC App Portal x |[F

Application Portal

FAVORITES

Q Sea orite:
° 5 ]
1r Favorites f ")\- Favorites L. Favorites Ayl Favorites
£ -
TenetOne Application Links My Drives AppBar Prod

nmc Favorites a Favorites J ¥/ Favorites Favorites
et

Internet and DMC Portal FirstNet Dragon Prod Cutlook Email FirstMet Prod

[ .J s 0 » 1
w Favorites Faverites w Favorites Favorites
- 2

MS Werd 2010 PowerChart Prod SurgiNet Prod PowerChart Dragon
Prod

When you first log into the new Citrix website, you will notice three tabs at the top of the page:

[

FAVORITES

The first screen which always launches is the “FAVORITES” page. You can customize which icons you see
in your initial “FAVORITES” view, which will be discussed in a following section. The other two tabs are
“ALL APPS” and “HELP.”

Section 7: Finding and Launching Apps

The first screen is called “FAVORITES,” and there are a handful of applications that have auto-populated
into everyone’s “FAVORITES” tab. To launch an app in the “FAVORITES” page, you simply left click once
on the app icon or the app name.

Favorites

AppBar Pro

To search for an app that is not listed on the “FAVORITES” page, select the “ALL APPS” tab at the top of
the page. You then have three options to find an app:

1. You can scroll through the apps in the page, which is sorted alphabetically, to find and launch
your app.
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2. You can select a Category (“Cerner,” “Desktop Apps,” “Application Links,” etc.) at the top of the
list. Then, within the selected Category, you can find and launch the app of your choosing.

DMC App Portal O
pp

oo
Application Portal (a]a] O

ALL APPS

Desktop Apps Application Links
- BE

< Add All

E 4 ! Favorites . Favorites ﬁ Favorites @ Favorites "Il Favorites
- | —
AppBar Prod Bedrock Prod Bl Launchpad Prod Cerner Sessicn Cleanup CHM-5MEA_eTempo
Prod

"Il Favorites "Il Favorites "Il Favorites % Favorites 9 Favorites
CHM-5West_eTempo CHM-5East_eTempo CHM-6West_eTempo Cloud Account - Unlock Copath Live
Prod Prod Prod - Prod Other Applications
eTempo eTempo eTempo Cerner Mobile Cloud -

3. You can use the “Search All Apps” option at the top right of the page (highly recommended).
Type in part of the name of the app for which you are looking, such as “physician,” and Citrix will
immediately display all matches. You can then launch the app of your choosing.

4 Search Results (7) Q_ physiciar|
\ nmc Favorites nmc Favorites eChO Favorites
Crimson Physician Direct Physician Services DMC Physician PAR-Physician
Portal Suspension Assignment Registrar

I I Favorites Dmc Favorites Favorites

Physician Address Physician Profile Physician Sponsorship
Change Tool
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Application Links

You are probably familiar with “Application Links” from the previous “Citrix Desktop,” as well as your
local desktop, which provides bookmarks to different websites. You will find a similar “Application
Links” in the new Citrix farm as a published app.

Favorites
Applicaticn Links
Application Links
elD Training Links @ Epocrates

@ eTenet Portal

B eID Quick Reference Guide @ Everbridge

@ elD FAQ @ Exemplo

B eID User Guide @ Expert Consult

B Contractor Management FA @ Get Well Network Admin

B Contrack Sponsorship Maintenance Guide @ HAP
@ HIM Admin Access

B Contractor Sponsorship Management
B Physician Sponsorship
B Sponsor a Contractor Quick Reference Guide

@ Hospira Web Main Campus
@ Hospira Web Offsite

—> @ TENET — eTenct Portal @ HUH Baniatric medicine seminar calendar
@ HVAC Controls
@ IBM PRO
@ Infection Control
Reference Documents @ [nternet & DMC Portal
@ [SCAN COREO
B Dragon DMO PowerMic Mobile Set-Up @& [SERIES 400 DMC
B _Cerner Session CleanUp @ [SERIES 400 RECOVERY
B Citrix Downtime Cerner Access @ ISERIES 400 TST
B Eead Only Domaimn Education @ ISERIES 400 *DEVD
B Self-Service Portal -- Enrollment and Usage @& KACE Admin

=> & Password Reset / Unlock Portal

@ Karmanos Cancer Center Practitioner Privileges

@ Karmanos IntelliSpace PACS Anywhere

Additionally, we have taken the individual applications and websites from the “Application Links” page

and published them as individual applications as well, such as the Athena Apps.

Application Portal

(s ]w]
(u]u]

ALL APPS

£ Search Results (4)

» »
’ Favorites ’ Favorites ’ Favorites ’ Favorites

Athenalearning AthenaPreview AthenaProduction AthenaTrain

DMC IT strongly encourages you to NOT use the Application Links app, but to instead locate
the individual application and add it to your “FAVORITES” page if it is something you
frequently use.
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Section 8: Managing Favorites

Favorites are one of the best features of the new Citrix 7.15 system. With Favorites, you now have
faster access to the resources you use the most. As stated previously, many of the most popular Apps
have been automatically placed into Favorites.

Adding Apps to Favorites

Once you find an app that you would like in your Favorites, using one of the search options listed above,
select the “Favorites” link to the right of the icon. From the next screen, select “Add to Favorites.”

Epocrates

ey =
By t [}] Add To Favorites

Epocrates
S

Removing Apps from Favorites

If you do not need or want one of the apps on the “FAVORITES” page, click on the “Favorites” link to the
right of the icon. On the next page, select “Remove” to remove the app from your “FAVORITES.”

AppBar Prod

‘ Start ‘ H Remove

Organizing Favorites

If you would like to sort the Apps on your “FAVORITES” page, you can drag-and-drop them from their
current location to another location on the page. If you don’t like alphabetical sorting, you have the
option to do whatever you like!
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Section 9: The “HELP” Page

The “HELP” page is geared to provide basic assistance and help information to you. It provides the DMC
Service Desk phone number, a link to the latest approved Citrix client, and links to other helpful
information, such as:

- DigitalPersona Security Enrollment Questions

- Outlook First Time Settings

- Citrix User Guides

- Account Retrieval for SSO (from Citrix Password Manager)
- Control My PC (Helpdesk LogMelnRescue Session)

- TeamViewer 9 Install (for Shadowing)

e @ nhitps://demicitrix.etenet.com)/ Citri/ DEMIWeb/ - @ C || Search... 0o~ pighs:

@ DMC App Portal [T

Application Portal lﬂ

FAVORITES

Contact Information Connection Information Support Links

DMC Service Desk  313-966-2400 Citrix Client Downloadable Citrix Client Enroll Security Questions
Additionally, you Info: 4.9 aka 14.9 Citrix User Guide

can open your own Your Citrix version is: Account Retrieval for S50
ticket using the 14.9.6001.1 Contral My PC

TenetOne ] .
application in your TeamViewer 9 (for Shadowing)
Favarites. Citrix Shadowing Guide

Outlook First Time Settings

Section 10: Printing in Citrix

With the switch to an application-centric approach, printers are now managed from your local
workstation, not from within Citrix. If you need to print to a certain printer from within a Citrix
application, you will need to add that printer to your local workstation PRIOR to logging into Citrix. The
new Citrix farm populates all printers which are connected to your local workstation.

For example, if you have three printers attached to your workstation, all three printers will show up as
options within the print dialog in Citrix. Your default printer on your local workstation will be your
default printer within Citrix as well.
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= o - | Book1
Home Insert Page Layout Formulas Data Review View Add-Ins
H Save
Print
Save As @
Copies: 1 -
Cpen
& or Print
[ Close
Info Printer i
HP 451 IJ in session 20
Recenit ‘% fenhy COMPUTERNAME
Citrix UMIVERSAL Printerri COMPUTERNAME in session 20
MNew .:;t"_, Ready
sp) 5 Lo foeen
o~ eady
Save & Send LSA2012001 { COMPUTERNAME IJ in session 20
B ragy
Help Microsoft Print to PDF
| kg
2] Options
Microsoft Print to PDF 1 COMPUTERNAME IJ in session 20
@ Exit .l:;ﬁ'__. Ready
Microsoft XPS Document Writer
aga Ready
NPIACI5CA (HP Color Laser)et CP5225n) ti COMPUTERNAME IJ in session 20
B reagy
Send To OneNote 2016 (‘ COMPUTERNAME t in session 20
&57=  Ready
‘Webex Document Loader COMPUTERNAME |} in session 20
B reagy
Add Printer...
Print to File

For Cerner applications, your printer is based on the default printer for your workstation
the Helpdesk if you have any issues with this functionality.

Section 11:

Accessing Drives and Files

Accessing your mapped drives and files:

1. Logonto the new Citrix farm:  https://demicitrix.etenet.com

2. Open the app called “My Drives”:

Lo

|
I -
Favorites

My Drives
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3. You should now see this screen:

IERE

4 O > ThisPC

View

This PC
CHMHOME (\DMC-F52) (G:)
CHMAPPS (\\DMC-F52) (H:)
CHMDATA (\\DMC-FS2) (I}

punn B

R £

Metwork

|&'

4 itemns

¢

v 0 Search This PC

~ Network locations (4)

-

CHMHOME MADMC-F52) (G)

CHMAPPS (A DMC-F52) (H:)
CHMDATA PADMC-FS2) (1)

L |

387 GB free of 282 TB

Mdme-fsnfs7_che homedirs) (L1
|

L

=z =

4. All your mapped drives should show up in this screen. If not, please contact the Helpdesk, or

open a ticket in TenetOne.

Creating a custom mapped drive:

1.

Select “Computer” at the top of the screen.

2. Then choose “Map network drive” = “Map network drive.”

= M

= | This PC

8

Location

[_,' Metwork

Properties Open Rename

View

i e

Access

media * drive =

N

Map network|Add a network

location

== Map network drive

== CHMDATA (\DMC-FS2) (1:)
o= I (' drc-fs7\fsT_cte_homedirS) (U:)

= CHMAPPS (WDME-F52) (H:) =g Disconnect network drive

w

~

-~

[} Yninstall or change a progran

4 System properties
Open _
Settings bal Manage

System
|
i free of 262 TB

CHMAPPS (\\DMC-FS2) (H:)
]
609 GB free of 2.62 TE

CHMDATA (\DMC-F52) (1)

I
387 GB free of 2.82 TB

Mhdme-feTfs7_ct_homedirs) (U:)
]

3. Additionally, you can right-click on “Network” and select “Map network drive...”:
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0 = | This PC - O
Computer View
A E » This PC w 0 Search This PC
« [ This PC ~ Network locations (4)
> m= CHMHOME (WDMC-FS2) (G:) _CHMHOME (\DMC-FS2) (G
» == CHMAPPS (\WDMC-F52) (H:) a' 609 GB free of 2.62 TB
> wmm CHMDATA (ODMC-F52) (1) CHMAPPS (\WDMC-FS2) (H:)
P |

WA . -7\ fs7_ctx_homedirS) (U:) b TR

CHMDATA (ADMC-F52) (1)

s
:

Expand

Open i . 387 GB free of 2.82 TB
pen in new window

Pin to Quick access
hdme-fenfsT_che_homedirs) (U
el Tl E( )
Disconnect network drive...

Delete

Properties

4. Choose your drive letter, enter the path to your folder, and then select “Finish.”
Please note that you must place the full network path in the “Folder” field, as network browsing is
disabled, due to network performance issues and security concerns.

Q, Map Metwaork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: |\|’: -

Folder: | ‘Wdme-tdo\folder_to_map_drive ~ Browse...

Example: \\server\share
Reconnect at sign-in
[[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures,

5. Once you click “Finish,” you will be taken back to the “My Drives” main page.
NOTE: If you do not see the newly mapped drive, you may need to do a Refresh (F5).
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o | = | ThisPC — O
Computer View
A E » This PC w Search This PC
B This PC ~ Metwork locations (5)

CHMHOME (\DMC-FS2) (G:) Wﬁﬂ
CHMAPPS (\\DMC-FS2) (H:) -

CHMDATA (\\DMC-F52) (1) CHMAPPS (\DMC-FS2) (H:)
W mc-fsT\fsT_ctx_homedirS) (U:) ~ I

&09 GB free of 2.62 TB
== folder_to_map_drive (Vdmec-tdo) (V)

609 GB free of 262 TB

CHMDATA (\DMC-F52) (1:)
|
w

¥ Network 387 GB free of 2.82 TB

a&,,, Mhdrme-fs T fs7_cbo_ homedirS) (L)
|

folder_to_map_drive (\\dmc-tdo)
v
|

6. Once you have mapped a drive, it will show up in other applications as well, such as Word and

Excel.
IEH H9-®-5 Bookl - Microsoft Excel
Home Insert Page Layout Formulas Data Review View Add-Ins
rﬂj & < (& open >
—— BEac : :
Paste L un » ThisPC » Documnents v O Search Documents Pp
- q
Clipbod  QOrganize = Mew folder =~ [H e =
Al Mame Date modified —
A Microsoft Excel L
D Music 2/25/2020 1:52 PM
1 .
z I This PC [&] Pictures 2/25/2020 1:52 PM
3 = CHMHOME (\\DMC-F52] (G:) B videos 2/25/2020 1:52 PM
a = CHMAPPS (M\DMC-F52) (H:)
> = CHMDATA (\DMC-F52) (1)
6 .
E o= I 0 drc-FsTfsT_cbe homedirS) (U2)
g8 |_ﬂ' Metwork
9
10
11
12
13 < »
14 . .
File name: ~| | All Excel Files ~

15
16 Tools = Open |+ Cancel
17

7. Custom drive mappings are persistent, which means if you map or disconnect a drive, those
changes will be “Saved” once you logout and then re-created when you logon again.

DRAFT: DMC Citrix Upgrade End User Doc 02/20/2020 Page 17 of 29



CITRIX

Section 12: New Workflows

As mentioned in the first section, the new Citrix farm is application-based, while the old Citrix XenApp
6.5 farm was desktop-based. The goal of this new approach is to provide faster access to your
resources, by alleviating the desktop and providing you the ability to create and manage your own
Favorites.

With the move to an app-based workflow, it also means several processes in which you accessed your
applications has now changed. This section is geared to demonstrate how some of these workflows
have changed, and how to help you navigate the new environment.

Most users (possibly you) had the following items on your “Citrix Desktop” by default.
M Citrix Desktop - Citrix Receiver

AN e W0

Computer e-Help Desk Log Off Spacelabs TeleTracking

Recycle Bin EMRReports  Logicare Other i TenetOne
New Applications

A 02

Appbar elTempo Logicare Pacs Web
Connect

/o - 7
EQC e 6@

Application FirstNet MedManager Physician Sunquest
Links Suspensi... CLM

o [77\
AT S )

Compliance  Incident Microsoft  PowerVision  SurgiNet
360 Reporting Office

W .8 p D

DMC Perfect Internet & Microsoft Schapptbook Suspend
Care DMC Portal Outlook

In the new Citrix farm, most of these icons are now simply published apps, with the most popular apps
populated as Favorites. Some icons and apps on the old Citrix Desktop, such as “Log Off,” do not have a
corresponding use in the new app-based farm, and thus have been removed.

For items in folders or menus, such as the “Other Applications” and “Control Panel” items, the vast
majority (again) have now been published as separate apps in the new Citrix farm.
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“Other Applications” folder (old farm):

—
GU | . » Other Applications » - | +y | | Tz
E% Organize + New folder
5 Otfiey 0 Favorites | NTracs ) Quality Spectrum
Applications X 2 =
Bl Desktop | SurgiSource | Surviving Sepsis
4 Downloads | Telecom . Test Applications
] Recent Places ) Toxicall [#2 250uthMIRequest
(#225outhPortal MFUrm Production
4 Libraries BAchbat Reader @‘Adv File Search
@ Documents @Alchemy (a Aria Data Administration
J} Music (74 Aria Patient Select a.cma RO
(&) Pictures @ ARUP Laboratories [P Cardiovascular Goal Manager
B videos # CBORD - Bedside - RSC [# CBORD - Room Service - RSC
Physician @' CBORD - Room Service Choice (CV,5) @' Chord - Room Service Cheice (D,H,R)
Su=peEHl 18 Computer @ CBORD - RS Administrator (C,V,S5) @ Cbord - RS Administrator (D,H,R)
E‘ CBORD - Tray Menitor (C,V) ﬂ' Chord - Tray Menitor (H)
i"', Metwork @' CEBORD - Tray Menitor @' CBORD CTY
@& CBORD DOC [ CBORD
| Other Applications @ Chord-D_HR (& CECC RelayCare
@ Coding and Reimbursement System @Cuntract Management
E‘Demal Management @Desk‘tup Intelligence
ﬁDocument\u’lewer KCC [l Eforms Designer
f#? e-Help Desk [@1EmpProfile
’ 138 items

[=]u)
Application Portal oo O User, DMC
AVOR| ALL APPS HELP

ps above, then add apps to customize your Favorite view

Q, Search All Apps

PDF and Reference

Other Applications

i Favorites A@|| Favorites

e Favorites Favorites

Altova DiffDlog Altova XMLSpy AruplabWeb Avaya Site
Administration

||_5— Favorites % Favorites ‘ Favorites @ Favorites

Avaya Voicemail AVST Administration AVST Reports BMC Remedy User

DRAFT: DMC Citrix Upgrade End User Doc 02/20/2020 Page 19 of 29



CITRIX

Section 13: Relocated and Removed Applications

As mentioned in the previous section, the switch to an application-based system has prompted the
relocation or removal of numerous applications. Certain applications are readily available from your
local desktop, such as calculator and notepad, so they were removed from the new Citrix farm. Many
applications that were removed only applied to a “Citrix Desktop” environment, such as “Fix shortcut
icons” and “Softgrid cleaner.” Many of the items in the old “Control Panel” fall into these categories.

. Control Panel
[;Ff' Cerner Session Cleanup
@ Change Password Manager Questio
_;-:' Change Text Font Size
8, Citrix Shadow _siiidis
Connection Center
?'( End Logicare
% Fix shortcut icons
Bl Magnify
F Mouse Properties
@ Password Manager
# Printers
|| Recenfigure Email
[ Reset Qutlook
% Reset Rumba Settings
'E Softgrid Cleaner
E Task Manager
ﬁ WTS run

1  Back

Favorites

testex's Computer

Run...

| |555'r':h programs and files
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Section 14: Roaming, Suspend and Screen Saver

The new Detroit Citrix Application Portal provides the ability for applications to roam from one
workstation to another, as well as the option to suspend end user sessions. In addition, the new suspend
function is now connected to the screen saver for Auto Login workstations.

Roaming

Roaming means that applications will follow you from workstation to workstation as you logon to Citrix.
For example, say you have the PowerChart, Logicare and Outlook apps open in Citrix on Workstation 1.

If you move to Workstation 2 and logon, the PowerChart, Logicare and Outlook apps will disconnect on

Workstation 1, and then all migrate and open at the same place on Workstation 2.

***NOTE: For this feature to work correctly, Workstation 2 must be using Internet Explorer, Edge or
Firefox. The website https.//demicitrix.etenet.com must also be in your Trusted Sites in Internet Explorer.

Suspend

For workstations on the DMC network, you will see an icon on the desktop called
“DMC Citrix Suspend.”

DMC Citrix
Suspend

e Auto Login Workstations:

o When you double-click on this icon, it will disconnect any open
Citrix sessions, as well as close all your open browser windows. When you get to a new
machine and log into Citrix, your disconnected applications will open automatically, in
the same place you left them.

e Non-Auto Login Workstations:

o When you double-click on this icon, it will disconnect any open Citrix sessions, but your
browser windows will remain open including the Citrix Application Portal. Take care to
manually close it if required. When you get to a new machine and log into Citrix, your
disconnected applications will open automatically, in the same place you left them.

Screen Saver

All DMC workstations have a screen saver that turns on after a period of inactivity. With the new
Application Portal, the screen saver will invoke the “Suspend” feature listed above on all Auto Login
workstations.

e Auto Login Workstations:

o After an inactivity timeout period of 5 minutes, the screen saver will turn on, but the
local workstation will not lock, and it will disconnect any open Citrix sessions, as well as
close all your open browser windows.

e Non-Auto Login Workstations:

o NO CHANGE. After an inactivity timeout period of 15 minutes, the screen saver will turn
on and the local workstation will lock, but your Citrix sessions and your browser
windows will remain open.
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Section 15: Detroit Citrix Application Portal and Session Timeouts
The new Citrix farm has several different inactivity timeouts:

- Detroit Citrix Application Portal
- Citrix Applications Sessions
- Cerner Application Sessions

Detroit Citrix Application Portal

The application portal itself has a 20-minute timeout to give you time to launch your applications. You
can also find a “Suspend” and a “Log Off” button located on the portal. These buttons will mostly be
used by remote users that do not have the Suspend icon mentioned above.

o  Web Page “Suspend” option — This option will disconnect all running Citrix applications leaving
them available for re-connection for 2 hours.

o Web Page “Log Off” option — This will close all running Citrix applications.

e Closing the website without using either option will leave your Citrix Applications active until
they time out (2 hours).

Citrix Application Session Timeouts

e As mentioned above, the Citrix Application Portal and Citrix Session have separate timeouts.
The Citrix XenApp Session timeouts are listed below:
o Idle/Inactivity timeout: 2 hours
o Disconnected sessions timeout: 2 hours
e If a session gets disconnected, the session will reconnect if you log into Citrix on your computer
or another machine within the 2-hour timeout period.

Idle tirer expired *®

@5 Session has been idle over its time limit,
¢ It will be disconnected in 2 minutes.
Press any key now to continue sessicn,

e NOTE: Simply clicking on the “OK” button within the “Idle time expired” window will NOT
extend your Citrix Application session. You must click within the app or perform another
action within the app to reset the activity timer and extend your session. ***

Cerner Application Session Timeouts
All Cerner applications in Citrix, such as FirstNet and PowerChart, have separate timeouts.

e Cerner will disconnect after 1 hour of inactivity.
e Disconnected Cerner applications will then terminate after 2 hours.
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Section 16: Remote Support Access

Sometimes, you need help that can only be provided by somebody remoting in and looking at your
screen to see what'’s happening. Previously, local support team members would “Shadow” your Citrix
Desktop to see what you see. Now, with the switch to application-based Citrix, there is a new approach.

Your local support team will now ask you to run TeamViewer for this access. To do so, if you are using a
DMC-owned workstation, you should have TeamViewer already installed. Simply open TeamViewer,
and then provide the support team member with “Your ID” and “Password.”

& TeamViewer - X

( TeamViewer

r partner your ID and m 155.139240.37

ord to connect to this

Only LAN connections are possible

W, tEEmVIewer.com OK

If you are remote and do not have TeamViewer already installed, you can download it from the Citrix
“HELP” page. Simply login to the Citrix website (https://demitcitrix.etenet.com), and then click on the
“HELP” tab at the top. You will then click on the Support Link marked “TeamViewer 9 (for Shadowing).”
After you click on the link, it should give you the option to “Run,” “Save” or “Cancel.”

@ DMC App Portal [T

Application Portal

Use All Apps above, then add apps to customize your Favorite view

Contact Information Connection Information Support Links

g:li Semvice  313.966-2400 E:It;':t Downloadable Citrix Ef’rf’” securlty Questions
Client 4.9 aka 14.9 Citrix User Guide

Additionally, you Info: Account Retrieval for 550

can open your Your Citrix version is: Control My PC

own ticket using 14.9.6001.1 ) .

the TenetOne TeamViewer 9 (for Shadowing)

application in Citrix Shadowing Guide

your Favorites. QOutlook First Time Settings

Do you want to run or save TeamViewer_Setup_en_v9.exe (3.75 MB) from demicitrix.etenet.com?

@'j' This type of file could harm your computer. Run Save |™ Cancel
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Select “Run,” and then check “Run only” and “company/commercial use” in the boxes provided. Then
click on “Accept - finish.”

a TeamViewer 9 Setup - *

Welcome to TeamViewer E

Remote support, access to own computer, meetings, presentations

How do you want to proceed?
O instal
(O Install to control this computer later from remote

(®) Run only

How do you want to use TeamViewer?
(®) company / commerdal use
(D) personal / non-commercial use

(O both of the above

Show advanced settings

License Acreement: By continuing, you agree to the terms of the license

agreement, | Accept -run |

Now, you should have a “TeamViewer 9” icon in your Start = Programs directory

TeamViewer 9@
App

Once you open TeamViewer, you can then provide the local support team member with “Your ID” and
“Password” listed under the “Allow Remote Control” section.

B TeamViewer — 4

Connection Extras Help Feedback ¥

+* Remote Control 4L Meeting

Free license (non-commercial use only)

Allow Remote Control Control Remote Computer
Please tell your partner the following ID Please enter your partner's ID in order to
and password if you would like to allow control the remote computer,

remote control.

m 1510 578 851 Partner ID
L .

® Remote control
Enter a personal password to access this O File transfer

computer from anywhere,
N Connect to partner
4

Ready to connect (secure connection) Cnmputers & Contacts
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Section 17: Common Q&A (Questions and Answers)
Q. How do | access the new Citrix farm?

A. Open the Citrix icon on your desktop, or open http://demicitrix.etenet.com in your browser of choice.

Q. How do | know if | have the proper Citrix client installed?

A. The DMC IT Operations staff has pushed the proper client to DMC-managed desktops and laptops. If
you are concerned that you might not have the proper Citrix client, please access the Help section
within the new Citrix homepage. Under the “Connection Information” section, it will display the proper
version as well as the version installed on your machine. The proper version is called “14.9 LTSR.” If
that version is installed on your machine, it will show as version 14.9.6001.1. If not, you can download
the proper client from the link marked. Please note that the client version detection will only work if
you are using Internet Explorer; otherwise it will show blank.

Q. How do | access my Citrix Desktop?

A. The new Citrix system is application-based. You can open applications in your Favorites, or search for
applications under All Apps and then open them. However, you cannot access your Citrix Desktop
because there is no Citrix Desktop in the new Citrix system.

Q. Because of the Citrix upgrade, I’'m being prompted by DigitalPersona Single-Sign-on to put in my
user ID and password, but | forgot what they were for my specific application. What do | do?

A. Please view the “Account Retrieval for SSO” document on the Citrix StoreFront “HELP” page, listed
under the “Support Links” section.

Q. My app opens but | can’t achieve a workflow that | really need. What do | do?
A. Please report these issues to the Citrix hotline or the Service Desk.

Q. My app opens but I’'m getting strange errors. What should | do?
A. Please report these issues to the Citrix hotline or the Service Desk.

Q. When | open Outlook, | do not see a shared mailbox | use regularly. What do | do?
A. Please open a ticket in TenetOne to have your shared mailbox configured to automatically connect
to your account (AutoMapping).
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Q. How do | access My Documents/Home Directory/files | accessed in Citrix previously?

A. There is an app located in your Favorites called “My Drives” which should provide you access to all
your shared drives and documents.

&}“ ; Favaorites

My Drives

Q. How can | add items to my Favorites?

A. Once you find an app that you would like in your Favorites, select the “Favorites” link to the right of
the icon. From the next screen, select “Add to Favorites.”

Epocrates

Other

e . e
ey Start [}] Add To Favorites

Ep.:.crateg ..............................
>

Q. How do | remove items from my Favorites?

A. When you find an app that you would like to remove Favorites, select the “Favorites” link to the right
of the icon. From the next screen, select “Remove.”

AppBar Prod

Other

‘ Start ‘ H Remove
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Q. I need to open a WebEx and it is asking me to choose a program. What do | do?

A. Typically, you will want to choose the first option “Citrix Metaframe Server FTA.” This option will
redirect the content to your local workstation, instead of using the Citrix server, which should give you a
better multimedia experience. Only use the second option for “Internet Explorer” if you have issues
with your local workstation when opening the WebEx meeting.

How do you want to open this?

Keep using this app

I:I Citrix Metaframe Server FTA

Other options

E Internet Explorer

D Always use this app

OK

Q. I am a TPR employee working at a Clinic, and | cannot access Cerner resources, such as PowerChart,
from the new Citrix farm (https://demicitrix.etenet.com). What do | do?

A. You will need to access all Cerner applications via https://dtrtmi.cernerworks.com while on the TPR
network. This website is the standard Cerner hosted website for external entities. Tenet employees that
are part of TPR use Tenet laptops to access the Tenet wireless networks for Detroit Clinics. These wireless
networks enforce a Proxy to get to the internet, and then route back through the PTC to access internal
Tenet resources. While the new DMC Citrix farm will display Cerner apps, these Cerner applications will
not launch from this website at the TPR clinics due to the Cerner connections hitting the Proxy when using
the wireless Clinic networks. These icons, even though they will not work, cannot be hidden.

Q. How do | setup my Security Questions for the new DigitalPersona?

A. From the “HELP” tab, select the “Enroll Security Questions” link. Or, from the initial login page, select
the link that says “Enroll Security Questions” at the bottom of the page. This link will take you to the
Security Enrollment website for DigitalPersona.

Q. What if | forgot my DMC account password?

A. From the initial login page, select the link that states “Forgot Password?” at the bottom of the page.
This link will take you to the DigitalPersona Identity Server website.

Q. What if my DMC account is locked?

A. From the initial login page, select the link that states “Account Locked?” at the bottom of the page.
This link will take you to the DigitalPersona Identity Server website.
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Q. My email signature is showing a red “X” instead of the logo | was using. How do | fix it?

A. In certain cases, this logo/image was added with an older email client and will not show up in the new
Citrix farm. To replace the logo, open Outlook, choose “File & Options,” and then choose “Mail 2>
Signatures...” Find your signature with the red “X,” then select the missing image and delete it.

Edit signature
Calibri (Body) v(11v|| B I U

DMC User
Children’s Hospital of Michigan
Office: 313-745-5000

Then, choose the “Insert Picture” icon (to the right of “Business Card):

Choose default signature

E-mail account: youremail@dmc.org |

Mew messages: (none)

Replies/forwards: |rpgresT

L4
I
1]
1]

G| Business Card | ] ?g)

Select your logo/image, and then click “Insert.”

Note: Although most images should be in your “Pictures” (or “My Pictures”) folder in your home
directory, we cannot guarantee it. Best practice would be to copy the image to this folder PRIOR to

inserting it into your signature.

/0| Insert Picture
4 = » Libraries » Pictures »

Organize « Mew folder
[ Desktop &
|| Documents
4 Downloads
J’! Music
&= Pictures
B Videos
w CD Drive (E:)
== testexb (VMdme-f

Camera Roll Saved Pictures

m Libraries
| Documents

D Music

IMG_5063 IMG_5064

=| Pictures o

v O Search Pictures

Tenet

Health

diversity-in-mwv

File name: ‘DMC-00?9-CHM-One-Fo(us-EmaiI-Signaturu V| All Pictures

Tools - Insert |v

y:)
=- m @

Chaldren's
Hasgi
of Michigan

DMC-0079-CHM
-One-Focus-Ema
il-Signature-FML_

Cancel

*

Click on “Save” to save your changes, then choose “OK,” and then choose “OK” again on the next screen.
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Q. How do | access apps like Calculator, Notepad or the Snipping Tool?

A. These apps are available on your local desktop. The IT department has placed them in your “DMC
Systray User Tools” as well.

&8 DMC Systray User Tools - O X

Systray User Tools DMCNT1\disnall2

a_u Application Installation PME DMC Citrix Desktop

Application Links [$J Purchasing Catalog

) Citrix Printing Admin Tool X WTS Locations Admin Tool

g Citrix Printing Tool

Version: 2.9

DRAFT: DMC Citrix Upgrade End User Doc 02/20/2020 Page 29 of 29



